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Introduction 
 

This module provides information about the Registration and Enrolment process for Telstra 
Wholesale Online applications, importing a primary digital certificate and creating and managing 
secondary digital certificates. 

This module covers the following topics: 

 Topic 1: Registration and Enrolment 

 Topic 2: Required Settings and Practices 

 Topic 3: Importing the Primary Digital Certificate 

 Topic 4: How to Create a New Secondary User 

 Topic 5: Related R&E Processes 

 Topic 6: Troubleshooting 
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Topic 1: Registration and Enrolment 
 

The Registration and Enrolment (R&E) authority allows Telstra customers to register for access and 
enrol in specific Telstra online applications. 

Telstra Wholesale (TW) customers must register for authorisation to online applications and users 
are given access through R&E.  Each user of an online application will require a Secondary Digital 
Certificate that is obtained through the R&E process. 

 

Digital Certificates 
A Digital Certificate is a means of enhancing security on the Internet. The Digital Certificate 
authenticates the user and validates their access to TW online applications.    Only users with a 
valid Digital Certificate can access TW online applications. 

 

Primary Digital Certificates 

A Primary Digital Certificate is a piece of software with a password that authenticates TW customer 
access to TW online applications.  Each TW customer is provided with a single Primary Digital 
Certificate that has the ability to create, maintain and revoke Secondary Digital Certificates. 

Each TW customer is required to load the Primary Digital Certificate on the TW customerõs System 
Administratorõs Internet browser.  Refer to Topic 3, Importing the Primary Digital Certificate. 

 

Secondary Digital Certificates 

A Secondary Digital Certificate is a piece of software that authenticates user access to TW online 
applications.  All TW online application users require a Secondary Digital Certificate. 

Each Secondary Digital Certificate can access any available TW Online System that the Primary 
Digital Certificate permits. 

For more details about how to create a Secondary Digital Certificate, refer to Topic 4, How to 
Create a New Secondary User. 

 

The Registration and Enrolment Process 
The TW System Administrator is responsible for coordinating the creation and registration of the 
TW customerõs Primary Digital Certificate. 

The TW customer System Administrator is responsible for the creation and download of Secondary 
Digital Certificates for all users. 
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Encryption and R&E 
To ensure data security between TW and its customers, Telstra utilises Secure Sockets Layer (SSL) 
technology. SSL encrypts messages sent between browsers and web servers and is the standard 
that most secure web sites are built upon today.  

A key is used in order to encrypt, decrypt and authenticate the data. These keys are either 40 bits or 
128 bits long and are packaged into a piece of software known as a Digital Certificate. 

Telstra uses a 128-bit key and asymmetric encryption to ensure the highest level of protection is 
given to our customersõ information. 

 

Figure 1. SSL Encryption Technology 
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Topic 2: Required Settings and practices 
 

Before you use your digital certificate/s some specific settings need to be in place to help your 
session run smoothly. 

The minimum requirement to operate Telstra Wholesale online applications is Internet Explorer 
version 6.  You will be able to maintain your digital certificates in other browsers, however please 
note that the use of the LinxOnline Ordering application with other browsers is not supported at 
this stage. 

All instructions below are for Internet Explorer 6.  If you are using a different browser please refer to 
the help files within your browser for instructions. 

 

Active Desktop needs to be disabled 
Follow the below instructions to disable your Active Desktop: 

1. Open the Control Panel 

2. Select Appearance and Themes 

3. Open the Display icon 

4. Click the Desktop tab 

5. Click the Customise Desktop button 

6. Click the Web tab in the Desktop items window 

7. Untick all checkboxes and click OK 

 

Accept all cookies 
Follow the below instructions to enable cookies:   

1. Select Internet Options from the Tools menu 

2. Click the Privacy tab 

3. Slide the settings bar down to Accept All Cookies 

4. Click the Apply button 

5. Click the OK button 
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Turn off pop-up blockers 
Follow the below instructions to turn off Pop-Up blockers: 

1. Select Internet Options from the Tools menu 

2. Click the Privacy tab 

3. In the Pop-Up Blocker section, untick Block pop-ups. 

 

Registration and Enrolment URL Addresses 
Ensure you save the following URLs to your favourites for use during the Registration and 
Enrolment Process. 

 Telstra Online Services Login 
This link is required when creating and maintaining your digital certificates. 

 Telstra Online Services Registration 
This link is required when downloading a digital certificate. 

 

Only have one browser session open at one time 
If more than one browser session is running the authentication may not be read correctly. To 
ensure efficient authentication we suggest you only have one internet session running at any one 
time. 

 

https://shopfront.telstra.com.au/online/enrolment.html
https://register.telstra.com.au/online/reg.html
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Topic 3: Importing the Primary Digital Certificate 
 

The Primary Digital Certificate must be saved to a local drive and imported to the System 
Administratorõs Internet browser prior to creating a Secondary Digital Certificate. 

This topic will outline the process to import the Primary Digital Certificate. 

 

Importing the Primary Digital Certificate 
The System Administrator performs this process in the Internet browser.  This process will import 
the Primary Digital Certificate so that Secondary Digital Certificates can be created and managed. 

Open a new Internet browser 

Click on Tools Ĕ  Internet Options 

 

Figure 2. Internet borwser: Menu selections for changing Internet Options. 
 

 
 

The Internet Options pop-up is displayed. 
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Figure 3. Internet Options: Content tab screen. 
 

 

 

 Click on the Content tab 

 Click the Certificatesé button 

The Certificate Manager window is displayed 

 Click on the Import button 

The Certificate Manager Import Wizard is displayed 
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Figure 4. Certificate Import Wizard: Welcome to the Certificate Import Wizard. 
 

 

 

 Click on the Next button 

 Click on the Browse button to search for the Primary Digital Certificate 

 

Figure 5. Certificate Manager Import Wizard: Select File to Import screen. 
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 Select file to import (Digital Certificate) 

 Click on the Open button 

 Click on the Next button 

 Enter password obtained from TW for the Primary Digital Certificate 

 

Please note: the password for the Primary Digital Certificate will be disclosed to the nominated 
System Administrator in your organisation.  

 

Figure 6. Certificate Manager Import Wizard: Password Protection for Private Keys screen. 
 

 

 

 Select òMark private key as exportableó 

 Ensure òEnable strong private key protectionó is not selected 

 Click on the Next button 

 Ensure òAutomatically select the certificate store based on the type of certificateó is selected 
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Figure 7. Certificate Manager Import Wizard: Select a Certificate Store screen. 
 

 

 

 Click on Next 

 Click on Finish 

Close the browser. 
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Topic 4: How to Create a New Secondary User 
 

The creation of a new secondary user involves a number of processes that will register the Telstra 
Wholesale (TW) customer and create a Secondary Digital Certificate. 

This topic will outline what is required to create a new user as a step by step guide detailing each 
process.  

 

Stage 1 ð Registration 

Register as a Telstra Online Client and create a Secondary Digital Certificate. 

 

Stage 2 ð Download 

Download the Secondary Digital Certificate to your Internet browser. 

 

Stage 3 ð Enrolment 

Enrol the user to the TW Online applications. 

 

Stage 4 - Exporting a Secondary Digital Certificate 

Save the Secondary Digital Certificate on disk or to file. 

 

Stage 5 ð Importing a Secondary Digital Certificate 

Import the Secondary Digital Certificate. 
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Stage 1 ð Registration 
 

The System Administrator performs this process in the R&E Online system.  This stage will register 
the user as a Telstra Online Channel Client and create a Secondary Digital Certificate.  

1. Open a new Internet browser 

2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html 

The Telstra Online Services ð Log In screen is displayed 

 

Figure 8. Telstra Online Services Registration: Telstra Online Services - Log In screen. 

 

 
 

 Select òLog in with your digital certificateó  

 Click on Sign In  

The Choose a digital certificate pop-up is displayed 

 Select the Primary Digital Certificate 

 Click on Ok  

The Telstra Online Services ð Your Profile screen is displayed 

 Click on the Create and Manage Secondary Users hyperlink 

 The Manage your Secondary Users screen is displayed 

 Click on Create New User  

 The Create New Secondary User screen is displayed 

http://shopfront.telstra.com.au/online/enrolment.html
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Figure 9. Telstra Onlines Services Registration: Create New Secondary User screen. 
 

 
 

 Enter the new users first and last name and daytime phone number.  Please note that the 
combined number of characters of the first and last name cannot exceed 32. Do not add 
any punctuation or special characters. 

 Enter a Unique Identifier, this must be unique for the user, for example their employee 
number 

 Click on Submit 

The New Secondary User Details screen is displayed. 

 Write down the Certificate ID and PIN 

 Click on OK  

Close Browser. 

 

The user is now registered as a Telstra Online Channel Client, next their Secondary Digital 
Certificate needs to be downloaded. 
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Stage 2 ð Download 
The System Administrator performs this process in the R&E Online system.  This stage will download 
the Secondary Digital Certificate, created in Stage 1 from R&E to the Internet browser. 

3. Open a new Internet browser 

4. Access the URL: https://register.telstra.com.au/online/reg.html 

The Telstra Online Services ð Registration STEP 2: ENTER YOUR PIN screen is displayed.  

 

Figure 10. Telstra Online Services Registration: Step 2 Enter your PIN screen. 

 

 
 

 Enter the Certificate ID and PIN that were noted in Stage 1 (step 8a) 

 Click on Submit  

The Telstra Online Services ð Registration  STEP 3: ACCEPT THE TERMS OF USE screen is displayed. 

 Enter a Daytime Phone Number 

 Enter an E-mail Address  

This will be used for all communication from Telstra Online Services.  It is suggested that you use a 
single contact E-mail address for all users. 

 Click on I accept 

The Telstra Online Services Registration STEP 4 ð CREATE YOUR TELSTRA ONLINE PROFILE screen is 
displayed. 

 

https://register.telstra.com.au/online/reg.html
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Figure 11. Telstra Online Services Registration: Create your Telstra Online Profile - Step 4 of 4 screen. 
 

 
 

 Enter a Certificate Name 

 Click on Submit  

A series of Creating a new RSA exchange key pop-ups are displayed. 
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Figure 12. Creating a new RSA exchange key screen. 
 

 
 

 Click on Set Security Levelé 

 

Figure 13. Creating a new RSA exchange key screen. 
 

 
 

 Select òMedium ð Request my permission when this item is to be usedó 

 Click on Next >  

 Click on  Finish  

 Click on OK 

A pop-up is displayed advising that the Digital Certificate was installed successfully. 

 Click on OK  
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If you have more than one certificate installed on your browser the Choose a digital certificate pop 
up will be displayed. 

 

Figure 14. Choose a digital certificate pop up. 
 

 
 

 Select from the list the name of the Secondary Digital Certificate you are downloading: 

­  To record the ECS ID of the certificate click on View Certificateé.  

­  Select the Details tab 

­  The value of the Subject field will display the ESC ID 

 To continue, click on OK  

The Telstra Online Services ð Registration STEP 4: CREATE YOUR TELSTRA ONLINE PROFILE Contõd 
screen is be displayed 

 Enter a Secret Question 

 Enter a Secret Answer 

 Click on Submit  

If the secret question and answer are not completed the registration of the certificate will be 
incomplete and the certificate may be revoked.  A timer is displayed on the screen and the user 
must wait for the page to load.   

Close Browser. 

The Secondary Digital Certificate has now been downloaded. 
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Stage 3 ð Enrolment 
The System Administrator performs this process in the R&E Online system.  This stage will enrol the 
user to TW Online applications.  

Open a new Internet browser. 

5. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html 

The Telstra Online Services  Log In screen is displayed 

 Select òLog in with your digital certificateó 

 Click on Sign In  

The Choose a digital certificate pop up is displayed. 

 Select the Primary Digital Certificate 

 Click on OK 

The Telstra Online Services ð Your Profile screen is displayed. 

 Click on the Create and Manage Secondary Users hyperlink 

The Manage your Secondary Users screen is displayed. 

 Locate the User Name in the list of existing Secondary Digital Certificates and click the User 
Name hyperlink 

The Secondary User Information screen is displayed. 

https://shopfront.telstra.com.au/online/enrolment.html
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Figure 15. Telstra Online Services Registration: Secondary User Information screen. 

 

 

 

 Click on the Product Access hyperlink 

The Update Product Access screen is displayed 
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Figure 16. Telstra Online Services Registration: Update Product Access screen. 

 

 

 

 Select the tick box adjacent to the relevant online application. Refer to the attached 
Product Access Guide for further information.  

 Click on the Update button 

Close Browser. 

The user is now enrolled.  The Secondary Digital Certificate now needs to be exported. 
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Stage 4 - Exporting a Secondary Digital Certificate 
The System Administrator performs this process in any Internet session.  This stage will export the 
Secondary Digital Certificate from the Internet browser so that it can be sent to the new secondary 
user. 

6. Open a new Internet browser 

7. Click on Tools Ĕ  Internet Options 

8. The Internet Options window is displayed 

 Click on the Content tab 

 Click on Certificatesé  

The Certificate Manager window is displayed with a list of all certificates located on your Internet 
browser. 

 Select the Secondary Digital Certificate you wish to export 

 Click on Exporté 

The Certificate Manager Export Wizard is displayed. 

 

Figure 17. Certificate Export Wizard: Welcome to the Certificate Export Wizard screen. 
 

 
 

 Click on Next > 

 Leave default settings on this screen so that òYes, Export the private Keyó is selected 

 Click on Next  

 Deselect òEnable strong protectionó tickbox 

 Click on Next  
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 A password option is available ð no password is necessary, however a password may be 
chosen.  This password will be required whenever the Secondary Digital Certificate is 
imported to another Internet browser. 

 Click on Next  

 Click on Browse.  The Secondary Digital Certificate being exported from the browser 
should be given a file name and saved in a file. 

 Click on Save  

 Click on Next  

 Click on Finish 

 The Exporting your Private Exchange Key screen is displayed 

 Click on OK 

Close browser. 

The Secondary Digital Certificate has now been exported from the browser. 

The System Administrator will need to send the digital certificate to the user. The user can then 
import the certificate. Refer them to the instructions for Importing a Digital Certificate. 

At this stage, depending on the LinxOnline Application the user is being registered for, a User 
Profile or User Group may need to be created in the Administration section of that application. 

 

Important Points 

 It is recommended to keep copies of all certificates on a central file and/or keep copies on 
disk. 

 If a password has been used when exporting a Digital Certificate, having these details 
recorded in a central file is also advisable. 

 

Stage 5 ð Importing a Secondary Digital Certificate 
The new secondary user performs this process from the Internet browser.  This stage will import 
the newly created Secondary Digital Certificate to the Internet browser to enable the user to access 
the TW Online application.  

9. Open a new Internet browser 

Click on Tools Ĕ  Internet Options 
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Figure 18. Internet borwser: Menu selections for changing Internet OptionsScreen. 
 

 
 

The Internet Options pop-up is displayed 

 

Figure 19. Internet Options screen. 
 

 

 

 Click on the Content tab 

 Click on Certificatesé  

The Certificate window is displayed 

 Click on Import 

The Certificate Manager Import Wizard is displayed. 



Telstra Wholesale Digital Certificates user guide  Page 27 of 36 

Figure 20. Certificate Import Wizard: Welcome to the Certificate Import Wizard screen. 
 

 
 

 Click on Next  

 Click on Browse to search for the Secondary Digital Certificate 

 

Figure 21. Certificate Import Wizard screen. 
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 Select file to import (Digital Certificate) 

 Click on Open  

 Click on Next  

 Enter password (only required if the Secondary Digital Certificate was exported with a 
password) 

 

Figure 22. Certificate Import Wizard: Password Protection for Private Keys screen. 
 

 

 

 Select òMark private key as exportableó 

 Ensure òEnable strong private key protectionó is not selected 

 Click on Next  

 Ensure òAutomatically select the certificate store based on the type of certificateó is selected 
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Figure 23. Certificate Import Wizard: Select a Certificate Store screen. 

 

 
 

 Click on Next  

 Click on Finish  

Close browser. 

The new user will now be able to log in to the TW Online application successfully. 

 



Telstra Wholesale Digital Certificates user guide  Page 30 of 36 

Topic 5: Related R&E Processes 
 

Related processes to the maintenance of Secondary Digital Certificates include: 

 Expiry of Certificates 

 Creating an additional Secondary Digital Certificate 

 Revoking a Secondary Digital Certificate. 

 Obtaining the ECS ID. 

 

Expiration of Secondary Certificates 
A secondary certificate has a lifespan of 3 years. When your digital certificate is about to expire you 
will be notified by Telstra to re-register.  

It is the system administratorsõ responsibility to create additional secondary certificates and maintain 
their user information. The system administrator will receive notification of secondary certificates 
due to expire. There will be sufficient time to create an additional certificate prior to expiry. 

 

Creating an additional Secondary Digital Certificate 
An additional Secondary Digital Certificate may be required should a userõs certificate have been 
revoked, expired or removed from their Internet browser. 

To create an additional Secondary Digital Certificate, the process is the same as creating a new user 
(Topic 4).  Please note Stage 1 ð the process outlined below should replace Registration. 

1. Open a new Internet browser 

2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html  

3. The Telstra Online Services ð Log In screen is displayed  

 Select òLog in with your digital certificateó  

 Click on Sign In  

The Choose a digital certificate pop-up is displayed 

 Select the Primary Digital Certificate 

 Click on OK 

The Telstra Online Services ð Your Profile screen is displayed 

 Click on the Create and Manage Secondary Users hyperlink 

The Manage your Secondary Users screen is displayed 

 Click on the User name hyperlink hyperlink from the list of existing Secondary Digital 
Certificate holders 

The Secondary User Information screen is displayed 

 Click on Create  Additional Certificate  

The Additional Digital Certificate Details screen is displayed 

 Write down the Telstra Account Number and PIN 

http://shopfront.telstra.com.au/online/enrolment.html
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 Click on OK 

Close Browser. 

The additional Secondary Digital Certificate has not been completed.  Next you need to return to 
Stage 2 ð Download (Topic 4). 

 

Important Points 

 The additional Secondary Digital Certificate created for a user will have the same ECS ID as 
the original certificate for that user. 

 

Revoking Secondary Digital Certificates 
Occasionally a user's Secondary Digital Certificate will need to be revoked.  This may be for a variety 
of reasons. 

The System Administrator must then perform the following steps: 

1. Open a new Internet browser 

2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html  

3. The Telstra Online Services  - Log In screen is displayed 

 Select òLog in with your digital certificateó 

 Click on Sign In  

The Choose a digital certificate pop up is displayed 

 Select your Primary Digital Certificate 

 Click on OK 

The Telstra Online Services ð Your Profile screen is displayed 

 Click on the Create and Manage Secondary Users hyperlink 

The Manage your Secondary Users screen is displayed 

 Click on the hyperlink of the user to be revoked 

The Secondary User Information screen is displayed 

https://shopfront.telstra.com.au/online/enrolment.html
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Figure 24. Telstra Online Services Registration: Secondary User Information screen. 
 

 

 

 Click on the  icon under the Certificate Status 

A pop-up is displayed asking you to confirm the revocation action 

 Click OK. 

Close Browser. 
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Important Points 

 Selecting the delete user button on the Secondary User Information screen will not only 
revoke the users Secondary Digital Certificate but also remove all the users details from the 
Secondary User Management screen 

 

Updating enrolment details of an existing Secondary Digital 
Certificate 
The System Administrator is responsible for any changes made to an existing secondary certificate. 

To change the enrolment of an existing Secondary Digital Certificate you should complete the 
following. 

1. Open a new Internet browser 

2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html  

3. The Telstra Online Services ð Log In screen is displayed  

 Select Log in with your digital certificate  

 Click on Sign In 

4. The Choose a digital certificate pop-up is displayed 

 Select the Primary Digital Certificate 

 Click on OK 

5. The Telstra Online Services ð Your Profile screen is displayed 

 Click on the Create and Manage Secondary Users hyperlink 

6. The Manage your Secondary Users screen is displayed 

 Click on the User Name hyperlink from the list of existing Secondary Digital Certificate 
holders 

The Secondary User Information screen is displayed (see Fig. 25).  You will notice that under the 
Secondary User Product Access section it will specify òCurrent accessó and òEligible to accessó.    
òCurrent Accessó will list the current products that Secondary User is currently enrolled in.  òEligible 
Accessó is a list of products that you would be able to gain access too once you have signed a 
contract.  

 

7. Under the Secondary User Product Access section click on the Product Access hyperlink 

8. This will take you to the Update Product Access screen (See Fig 17).   

9. If you wish to change a Secondary Userõs access to LinxOnline Super User, tick the box next to 
it and click Update.  From this screen you can give users access to the other LinxOnline 
applications.   

10. If you wish to delete a particular enrolment, you would simply untick the box next to the 
product or role. 

Once an enrolment has been made to give access to a product, that product name will then 
appear under the òCurrent Accessó list for that secondary user. 

If the System Administrator allocates a role to a secondary user, this will not give you access to a 
product unless a contract has been signed. 

 

http://shopfront.telstra.com.au/online/enrolment.html
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Updating contact details of an existing Secondary Digital 
Certificate 
To change the contact details of an existing Secondary Digital Certificate you should complete the 
following. 

1. Open a new Internet browser 

2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html 

3. The Telstra Online Services ð Log In screen is displayed 

 Select Log in with your digital certificate  

 Click on Sign In  

4. The Choose a digital certificate pop-up is displayed 

 Select the Secondary Digital Certificate you wish to update 

 Click on OK 

5. The Telstra Online Services ð Your Profile screen is displayed 

 Click on the Contact Details hyperlink 

6. The Update Your Contact Details screen is displayed 

 The user is able to update the Daytime Phone No. and Email address details 

 Click on Update 

Updating a Secondary Digital Certificates contact details will allow communications from Telstra 
Wholesale to be delivered in the most efficient way. 

 

Obtaining the ECS ID 
The System Administrator performs this process in any Internet session.  The Certificate ID or ECS ID 
is required when creating a User Profile in LOLO and may be required for keeping records of 
Digital Certificates.   

1. Open a new Internet browser 

2. Click on Tools Ĕ  Internet Options 

3. The Internet Options window is displayed 

 Click on the Content tab 

 Click on Certificatesé  

The Certificate window is displayed with a list of all certificates located on your Internet browser 

 Select the Secondary Digital Certificate of the new user 

 Click on View  

The Certificate window is displayed  

http://shopfront.telstra.com.au/online/enrolment.html
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Figure 25. Certificate: Details screen. 
 

 
 

 Click on the Details tab  

 Select the Subject field.  The ECS ID is displayed in the box below.  The first ôEõ number in 
the box is the required ECS ID 
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Topic 6: Troubleshooting 
 

You can refer to the online FAQs for Digital Certificates for further information or this website: 

https://register.telstra.com.au/online/faq_keycorporate.html 

The LinxOnline Customer Support Helpdesk may also be able to assist. They can be contacted on 
1300 897 378, option 5. The hours of support are 8:30am ð 5pm. 

 

 

https://register.telstra.com.au/online/faq_keycorporate.html

