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Introduction

This module provides information about the Registration and Enrolment process for Telstra
Wholesale Online applications, importing a primary digital certificate and creating and managing
secondary digital certificates.

This module covers the following topics:
e Topic 1: Registration and Enrolment
o Topic 2: Required Settings and Practices
e Topic 3: Importing the Primary Digital Certificate
e Topic 4. How to Create a New Secondary User
e Topic 5: Related R&E Processes
e Topic 6: Troubleshooting
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Topic 1. Registration and Enrolment

The Registration and Enrolment (R&E) authority allows Telstra customers to register for access and
enrol in specific Telstra online applications.

Telstra Wholesale (TW) customers must register for authorisation to online applications and users
are given access through R&E. Each user of an online application will require a Secondary Digital
Certificate that is obtained through the R&E process.

Digital Certificates

A Digital Certificate is a means of enhancing security on the Internet. The Digital Certificate
authenticates the user and validates their access to TW online applications. Only users with a
valid Digital Certificate can access TW online applications.

Primary Digital Certificates

A Primary Digital Certificate is a piece of software with a password that authenticates TW customer
access to TW online applications. Each TW customer is provided with a single Primary Digital
Certificate that has the ability to create, maintain and revoke Secondary Digital Certificates.

Each TW customer is required to | oad the Primary
Admini strator ds | nt er, fmeortinglthe BrimasyOigital CertiRatef er t o Topi

Secondary Digital Certificates

A Secondary Digital Certificate is a piece of software that authenticates user access to TW online
applications. All TW online application users require a Secondary Digital Certificate.

Each Secondary Digital Certificate can access any available TW Online System that the Primary
Digital Certificate permits.

For more details about how to create a Secondary Digital Certificate, refer to Topic 4, How to
Create a New Secondary User.

The Registration and Enrolment Process

The TW System Administrator is responsible for coordinating the creation and registration of the

TW customer 6s Primary Digital Certificate.

The TW customer System Administrator is responsible for the creation and download of Secondary
Digital Certificates for all users.
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Encryption and R&E

To ensure data security between TW and its customers, Telstra utilises Secure Sockets Layer (SSL)
technology. SSL encrypts messages sent between browsers and web servers and is the standard
that most secure web sites are built upon today.

A key is used in order to encrypt, decrypt and authenticate the data. These keys are either 40 bits or
128 bits long and are packaged into a piece of software known as a Digital Certificate.

Telstra uses a 128-bit key and asymmetric encryption to ensure the highest level of protection is
given to our customersd information.

Figure 1. SSL Encryption Technology

Secure Browser Encrypted message is sent Secure Web Server

to secure Web server
Message is encrypted — Message is decrypted

using the Web onthe Web server using
server's public key the private key
. A Second message
Second message is _ ( )i ted b
. response) is encrypte
decrypted using the Encrypted second message is sent P = :

the Web server using the

Web 's public k iginati i
Fle R e [Pl by to the originating client private key
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Topic 2: Required Settings and practices

Before you use your digital certificate/s some specific settings need to be in place to help your
session run smoothly.

The minimum requirement to operate Telstra Wholesale online applications is Internet Explorer
version 6. You will be able to maintain your digital certificates in other browsers, however please
note that the use of the LinxOnline Ordering application with other browsers is not supported at
this stage.

All instructions below are for Internet Explorer 6. If you are using a different browser please refer to
the help files within your browser for instructions.

Active Desktop needs to be disabled

Follow the below instructions to disable your Active Desktop:
1. Open the Control Panel

Select Appearance and Themes

Open the Display icon

Click the Desktop tab

Click the Customise Desktop button

Click the Web tab in the Desktop items window

Untick all checkboxes and click OK

N o g bk~ w0 N

Accept all cookies

Follow the below instructions to enable cookies:

1. Select Internet Options from the Tools menu
Click the Privacy tab
Slide the settings bar down to Accept All Cookies
Click the Apply button
Click the OK button

o ~ 0D
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Turn off pop-up blockers

Follow the below instructions to turn off Pop-Up blockers:
1. Select Internet Options from the Tools menu
2. Click the Privacy tab
3. In the Pop-Up Blocker section, untick Block pop-ups.

Registration and Enrolment URL Addresses

Ensure you save the following URLs to your favourites for use during the Registration and
Enrolment Process.

e Telstra Online Services Login
This link is required when creating and maintaining your digital certificates.

e Telstra Online Services Registration
This link is required when downloading a digital certificate.

Only have one browser session open at one time

If more than one browser session is running the authentication may not be read correctly. To
ensure efficient authentication we suggest you only have one internet session running at any one
time.
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Topic 3. Importing the Primary Digital Certificate

The Primary Digital Certificate must be saved to a local drive and imported to the System
Admini stratoroés I nternet browser prior to creat:.i

This topic will outline the process to import the Primary Digital Certificate.

Importing the Primary Digital Certificate

The System Administrator performs this process in the Internet browser. This process will import
the Primary Digital Certificate so that Secondary Digital Certificates can be created and managed.

Open a new Internet browser
Click on Tools E Internet Options

Figure 2. Internet borwser: Menu selections for changing Internet Options.

File Edit ‘iew Favorites | Tools  Help

- tail and Mews »
Q Back ~ _,J \ﬂ Pop-up Blocker k :,
Manage Add-ons. ..
Synchronize. ..

Windows Messenger
& Wholesale

Address iéj hktpe fikelstr awholes

Internet Cpkions...

The Internet Options pop-up is displayed.
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Figure 3. Internet Options: Content tab screen.

Internet Options

General | Security | Privacy

Connectionz || Programs || Advanced

Content Advizar

Ratings help yau contral the Internet content that can be
m wiewed on this computer.

Certificates
% Ize certifizates to positively identify yourzelf, certification
@l authonties, and publizhers.

[ Clear 551 State ][ Certificates.. H Publizhers... ]

Perzonal infarmation

n AutoComplete stares previous entries AutoComplete
and suggests matches far pou. =

Micrnsnft_P‘ru:ufile .-?-.ssistant ghores pour My Profile...
perzonal infarmation.

[ ]9 ] [ Cancel

e Click on the Content tab

e ClicktheCer t i fouttcnat e s é

The Certificate Manager window is displayed

e Click on the Import button

The Certificate Manager Import Wizard is displayed
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Figure 4. Certificate Import Wizard: Welcome to the Certificate Import Wizard.

Certificate Import Wizand @

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lists From waur disk to a
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used bo protect data or ko establish secure network
connections. & certificate stare is the system area where
certificates are kept.

To conkinue, click Resxt,

m:gxt} | [ Cancel

e Click on the Next button

o Click on the Browse button to search for the Primary Digital Certificate

Figure 5. Certificate Manager Import Wizard: Select File to Import screen.

Certificate Import Wizand @

File to Impork
Specify the File you want to import.

File name:

|

Mote: More than ane certificabe can be stored in a single file in the Following Farmats:
Personal Information Exchange- PKCS #12 (. PFX,.P12)
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store {357

< Back. ” Mext = l[ Cancel
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o Select file to import (Digital Certificate)
e Click on the Open button
e Click on the Next button

e Enter password obtained from TW for the Primary Digital Certificate

Please note: the password for the Primary Digital Certificate will be disclosed to the nominated
System Administrator in your organisation.

Figure 6. Certificate Manager Import Wizard: Password Protection for Private Keys screen.

Certificate Import Wizand E|

Password
To mainkain security, the private key was protected with a password.

Type the password For the private key,

Password:

[JEnable strong private key protection. You will be prompted every time the
private kev is used by an application if vwou enable this option.

Mark this key as exportable. This will allow yvou to back up or kransport vour
¥evs at alater time.

[ < Back ” Mext = ll Cancel ]

7

e Select OMark private key as exportablebéd
e Ensure OEnable strong private key protection
e Click on the Next button

e Ensure OAutomatically sel etcytpet hoef cceerrttiiffiiccaattee
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Figure 7. Certificate Manager Import Wizard: Select a Certificate Store screen.

X)

Certificate Import Wizand

Certificate Store
Certificate stores are system areas where certificates are kept.

‘indows can automatically select a certificate skore, or wou can specify a location For

(#)iAukomatically seleck the certificate store based on the bvpe of cerbificate:

() Place all certficates in the Following store

< Back ” Mext = ll Cancel

e Click on Next
e Click on Finish
Close the browser.
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Topic 4. How to Create a New Secondary User

The creation of a new secondary user involves a number of processes that will register the Telstra
Wholesale (TW) customer and create a Secondary Digital Certificate.

This topic will outline what is required to create a new user as a step by step guide detailing each
process.

Stage 1 8 Registration
Register as a Telstra Online Client and create a Secondary Digital Certificate.

Stage 2 8 Download
Download the Secondary Digital Certificate to your Internet browser.

Stage 3 d Enrolment
Enrol the user to the TW Online applications.

Stage 4 - Exporting a Secondary Digital Certificate
Save the Secondary Digital Certificate on disk or to file.

Stage 5 d Importing a Secondary Digital Certificate
Import the Secondary Digital Certificate.
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Stage 1 9 Registration

The System Administrator performs this process in the R&E Online system. This stage will register

the user as a Telstra Online Channel Client and create a Secondary Digital Certificate.

1. Open a new Internet browser
2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html

The Telstra Online Services & Log In screen is displayed

Figure 8. Telstra Online Services Registration: Telstra Online Services - Log In screen.

Telstra Online Services Login

Please select one of the following options:

Note, If pou have a Digital Certificate AND 7 telstra.com username and password, please select the
Digital Certificate option.

® Log in with your telstra.com username and password.
Q Log in with your business username, business ID and password.
(@] Log in with your Digital Certificate.

Username

Passward

Forgotten your username?

Forgotten your password?

top

- Sitemap | Privacy = Qur Customer Terms | Copyright & Trademark Motice = Terms of Use

e Select OLog in with your digital

e Click on SignIn
The Choose a digital certificate pop-up is displayed
e Select the Primary Digital Certificate
e Click on Ok
The Telstra Online Services d Your Profile screen is displayed

¢ Click on the Create and Manage Secondary Users hyperlink
¢ The Manage your Secondary Users screen is displayed

e Click on Create New User

e The Create New Secondary User screen is displayed

Telstra Wholesale Digital Certificates user guide

cert

Page 15 of 36

f

cate
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Figure 9. Telstra Onlines Services Registration: Create New Secondary User screen.

Telstra Online Services Registration

Overview |  Your Profile Contact Us

telstra.corn > telstra services == Telstrs Onling Services Reqgistration > Your Profile

Create New Secondary User

Please cornplete the following details for your new secondary user,
Please note that ance submitted, these details cannot be changed.

First Marme I
Last Marne I

Daytime Phone Mo,

eg.Oxxxxxxxxx for fixed phanes or
Dot for mobile phones (no spaces)

Give your new user a unigue identifier so they cannot be confused with any other secondary users
you may create,

Unigue Identifier

eg. Erployes Number

once you have selected the "Submit’ button, vou will be able to view the new secondary user
details. These will include a generated certificate ID and PIN. These will be used to download a
digital certificate onto the computer used by the new secondary user, Effectively, vou will have
created a new secondary user,

Submit I Cancel

top

Querview | Tour Profile | FAQ ‘ Contact Us

] Sitemap | Contact Us | Privacy | Copyright & Trade mark Motice | Terms of Use

e Enter the new users first and last name and daytime phone number. Please note that the
combined number of characters of the first and last name cannot exceed 32. Do not add
any punctuation or special characters.

e Enter a Unique Identifier, this must be unique for the user, for example their employee
number

e Click on Submit

The New Secondary User Details screen is displayed.
e Write down the Certificate ID and PIN
e C(Click on OK

Close Browser.

The user is now registered as a Telstra Online Channel Client, next their Secondary Digital
Certificate needs to be downloaded.
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Stage 2 6 Download

The System Administrator performs this process in the R&E Online system. This stage will download
the Secondary Digital Certificate, created in Stage 1 from R&E to the Internet browser.

3. Open a new Internet browser
4. Access the URL: https://register.telstra.com.au/online/reg.htmi
The Telstra Online Services d Registration STEP 2: ENTER YOUR PIN screen is displayed.

Figure 10. Telstra Online Services Registration: Step 2 Enter your PIN screen.

Telstra Online Services Registration

Overview | ¥ Register Now | FAQ Contact Us

telstra.com = telstra services == Telstra Online Services Reqistration == Register Now == 2. Enter your

PIN
/ 2. Enter your PIN Enter your PIN - Step 2 of 4
the Terms Flzase note only enter in your allocated PIM in this step if vou have not completed you registration,

This PIN can only be used once. Please note vou will also need cookies enabled on your browser ta
be able to reqister.

Please complete the following details
*Indicates mandatory field

Telstra Account Nurnber I— o

or Certificate ID**

'l‘ ol e, -, 29, wxmmuxxxux (No spaces)
Flease use the account number you applied with to receive your PIN

i bt
" ==} I—
N i “our PIM *
S
..,. % This is the PIM supplied to you by Telstra eqg. 545454
h

Submit I Cancel I

## p Cartificate 1D iz anly relevant for custarners who have been given one to replace their digital
certificate

top

Overview | Register Now | FAG | Contact Us

] Siternap | Contact Us | Privacy | Copyright % Trade mark Notice | Terms of Use

o Enter the Certificate ID and PIN that were noted in Stage 1 (step 8a)
e Click on Submit
The Telstra Online Services 8 Registration STEP 3: ACCEPT THE TERMS OF USE screen is displayed.
e Enter a Daytime Phone Number
e Enter an E-mail Address

This will be used for all communication from Telstra Online Services. It is suggested that you use a
single contact E-mail address for all users.

e Click on Il accept

The Telstra Online Services Registration STEP 4 d CREATE YOUR TELSTRA ONLINE PROFILE screen is
displayed.
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Figure 11. Telstra Online Services Registration: Create your Telstra Online Profile - Step 4 of 4 screen.

Telstra Homepage | Contact Us | Search

Overview

1. Apply

& 4, Create your
Telstra Online
Profile

-
4

»
-
H
0
N, S

4
I
4
¥

Telstra Online Services Registration

¥ Register Now

top

Cantact Us

telstra.corn > telstra services =2 Telstra Online Services Reqgistration > Reqgister Mow =2 4. Create
your Telstra Online Profile

Create your Telstra Online Profile - Step 4 of 4

Please be aware that this process requires the download of a digital certificate onto a
computer. As such, the use of shared computers could compromise the security of
your information, and is not recommended.

4 digital certificate is a piece of software used to protect your privacy and uniquely identify vou
when dealing with Telstra anline.

Flease give vour digital certificate a name. This name is important, as it allows the certificate to be
identified should you need to contact Telstra.

* Indicates mandatory field

Certificate Namel *

This is a name you must eate eg. My mobile phone certificate

Important!

After selecting the "Submit’ button, you will be presented with a number of pop-up browser screens
{ie. Microsoft Internet Explorer or Netscape Mavigator/Communicator screens), These screens will
give you options to set/change the security settings on your digital certificate™*,

Submit I

##% Selacting the high security setting allows you to password protect your digital certificate. Please
nate that this means yau will be prarmpted to enter yaur passward on every page to access your
personal details,

Dverview | Register Now | FA(_.‘,'_l Contack Us

Sitemap | Contact Us | Privacy | Copyright & Trade mark Motice | Terms of Use

e Enter a Certificate Name

e Click on Submit

A series of Creating a new RSA exchange key pop-ups are displayed.

Telstra Wholesale Digital Certificates user guide
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Figure 12. Creating a new RSA exchange key screen.

Creating a new RSA exchange key

An application iz creating a Pratected item.

Croptodi Pl Private Key

Security level set to Mediumn [ Set Security Level.. ]

I OE. H Cancel H Details... ]

e Click on Set Security Levelé

Figure 13. Creating a new RSA exchange key screen.

X)

Creating a new RSA exchange key

Choose a security level appropriate for thiz item.

") High
Request my permiszion with a pazsword when thiz
item iz to be uzed.

%) Medium
Request my permizzion when this item iz to be used.

¢ Back M et = ][ Cancel

e Sel ect OdRWeqduiessmtt my per mi ssi on

e Click on Next >
e Click on Finish
e Click on OK

when

A pop-up is displayed advising that the Digital Certificate was installed successfully.

e Click on OK
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If you have more than one certificate installed on your browser the Choose a digital certificate pop
up will be displayed.

Figure 14. Choose a digital certificate pop up.

Choose a digital certificate

Identification

The Web site vou want to view requests
! identification. Please choose a certificate.

Issuer

J0E BLOGES Telstra COnline CA
TELSTRA W I TELST... Telstra Online CA

[ More Info... ] ['-.-'iew Certificate. .. ]

[ Ok ][ Cancel ]

e Select from the list the name of the Secondary Digital Certificate you are downloading:
- Torecord the ECS ID of the certificate clickonVi ew Certi fi cateé.
- Select the Details tab
- The value of the Subject field will display the ESC ID

e To continue, click on OK

The Telstra Online Servicesd6Re gi st rati on STEP 4: CREATE YOUR
screen is be displayed

e Enter a Secret Question
e Enter a Secret Answer

e Click on Submit

If the secret question and answer are not completed the registration of the certificate will be
incomplete and the certificate may be revoked. A timer is displayed on the screen and the user
must wait for the page to load.

Close Browser.
The Secondary Digital Certificate has now been downloaded.
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Stage 3 & Enrolment

The System Administrator performs this process in the R&E Online system. This stage will enrol the
user to TW Online applications.

Open a new Internet browser.
5. Access the URL: https:.//shopfront.telstra.com.au/online/enrolment.html

The Telstra Online Services Log In screen is displayed
e Sel ectwidotLlogyowmr di git al certificateo
e Click on SignIn
The Choose a digital certificate pop up is displayed.
e Select the Primary Digital Certificate
e C(Click on OK
The Telstra Online Services & Your Profile screen is displayed.
¢ Click on the Create and Manage Secondary Users hyperlink
The Manage your Secondary Users screen is displayed.

e Locate the User Name in the list of existing Secondary Digital Certificates and click the User
Name hyperlink

The Secondary User Information screen is displayed.
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Figure 15. Telstra Online Services Registration: Secondary User Information screen.

Qv eryiew

Telstra Homepage | Contact Us | Search

L

Telstra Online Services Registration

¥ Your Profile Contact Us

telstra.com > telstra services => Telstra Online Services Registration => Your Profile

Secondary User Information

Secondary User Details

These are details for your secondary user. These cannot be changed without deleting the user and
starting over.

Tou may delete this user at any time.

User Mame CEMONSTRATION CERTIFICATE

Unique I 130504 Delete user
Creation Date 03:49 PM 18-May-2004

User Status

Daytime Phane Mo 0735982946

Ernail Address lolo.sysadmin@team telstra.com

Secondary User Product Access
These are the products available for your secondary user. You may update these at any time.

Current Access Eligible to access
nong Distance Calculator
DDS Metwork Management
SDMR WER

LinxOnline Service LOLS
LinxOnline CGrdering
IP Solutions Portal

Linxonline Agreements
Linxonline Billview
LinxOnLine Mabiles

Update this user's Product Access,

Secondary User Digital Certificate Details
These are the certificates your secondary user has access to, Vou may revoke each active
=

certificate by clicking on the symbol. You may create another certificate for this user by
selecting the 'Create Additional Certificate’ button.

oy . .
Click on the L.' symbol to revoke the digital certificate .

- Creation Download . Certificate
Certificate Name Date Date Expiry Date Revoked Status
DEMOMNSTRATION 03:34 PM 18- 0355 PM 18- 0349 PM 18- active Tf
CERTIFICATE May-z004 May-z004 May-2007

Create additional certificate | Return |

a

top

Cuerview | Your Profile | FAG | Contact Us

Siternap | Contact Us | Privacy | Copyright & Trade rmark Notice | Terms of Use

e Click on the Product Access hyperlink
The Update Product Access screen is displayed

Telstra Wholesale Digital Certificates user guide
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Figure 16. Telstra Online Services Registration: Update Product Access screen.

Telstrs Homepage | Contact Us | Search

Telstra Online Services Registration

Overview |  Your Pr FAQ | Caontact Us

telstra.com >3 telstra services >> Telstra Online Services Reaistration >> Your Profile

Update Your Product Access

Update Current Product Access

These are the products you currently have access to. Please select any additional products you
wish to access. You may also wish to make changes to your current product access

For more information on each product, please select either the information icon or the product
name on the Your Profile page

Distance Calculatar User
DDS Network Management Testing
DDS Network Management Enquiry

DDS Network Management Service Management (Supporty

DDE Network Service ¢ )

DDS Network Management Alarm Managerment

ssesss

DDS Network Management
SDM Reporting

Linxonline Ordering SP Super User

=]

Linx@nline Ordering External User

B2B Staging User

@ Linxonline ordering

1F Solutions Wiew Only User Administration
1P Solutions Service Request

1P Solutions Custormer Metwork Reporting

1P Solutions User Administration

1P Solutions wiew Only Firewall Adrninistration
1P Solutions Firewall Administration

1P Solutions Usage Reporting

1P Solutions Core Network and Firewall Reparting

IP Salutions IPVIS Access

-1

Linxonline Agreements Authorised Representative
LinxOnline Billview External User

LinxOnline Billview SP Super User

Linxonline Billview Tw Systern Adrministratar
LOLM Alarms User

LOLM Admin User

LOLM CDMA User

LOLM Create Bulletin Board (CBE)

Oo0oooooooo0ooDooDooDoDoooooooDoDoooooao

sesss

LOGLM User

Once you have selected the 'Submit’ butten, your Telstra Online Services profile will be updated.

submit | cancel |

Once you have selected the 'Submit’ butten, your Telstra Online Services profile will be updated.

Submit Cancel

top

Overview | Your Profile | FAQ | Contact Us

- Sitemap | Contact Us | Privacy | Copyright & Trade mark Notice | Terms of Use

e Select the tick box adjacent to the relevant online application. Refer to the attached

Product Access Guide for further information.

e Click on the Update button
Close Browser.

The user is now enrolled. The Secondary Digital Certificate now needs to be exported.
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Stage 4 - Exporting a Secondary Digital Certificate

The System Administrator performs this process in any Internet session. This stage will export the
Secondary Digital Certificate from the Internet browser so that it can be sent to the new secondary
user.

6. Open a new Internet browser

7. Click on Tools E Internet Options

8. The Internet Options window is displayed
e Click on the Content tab
e C(ClckonCerti ficatesé

The Certificate Manager window is displayed with a list of all certificates located on your Internet
browser.

e Select the Secondary Digital Certificate you wish to export
e (ClckonExporté
The Certificate Manager Export Wizard is displayed.

Figure 17. Certificate Export Wizard: Welcome to the Certificate Export Wizard screen.

Certificate Export Wizard g

Welcome to the Certificate Export

Wizard

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists From a certificate
stare ko wour disk,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko protect data or to establish secure nebwork
connections. & certificate stare is the system area where
certificates are kept.

To continue, click Mext,

Mexk > | [ Cancel

e Click on Next >

o leavedefauts et ti ngs on this screen sslectechat
e Click on Next

e Deselect OEnable strong protectioné ti
e Click on Next
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e A password option is available 8 no password is necessary, however a password may be
chosen. This password will be required whenever the Secondary Digital Certificate is
imported to another Internet browser.

e Click on Next

e Click on Browse. The Secondary Digital Certificate being exported from the browser
should be given a file name and saved in a file.

e Click on Save
e Click on Next
e Click on Finish
e The Exporting your Private Exchange Key screen is displayed
e Clickon OK
Close browser.
The Secondary Digital Certificate has now been exported from the browser.

The System Administrator will need to send the digital certificate to the user. The user can then
import the certificate. Refer them to the instructions for Importing a Digital Certificate.

At this stage, depending on the LinxOnline Application the user is being registered for, a User
Profile or User Group may need to be created in the Administration section of that application.

Important Points

e Itisrecommended to keep copies of all certificates on a central file and/or keep copies on
disk.

e If a password has been used when exporting a Digital Certificate, having these details
recorded in a central file is also advisable.

Stage 5 @ Importing a Secondary Digital Certificate

The new secondary user performs this process from the Internet browser. This stage will import
the newly created Secondary Digital Certificate to the Internet browser to enable the user to access
the TW Online application.

9. Open a new Internet browser
Click on Tools E  Internet Options
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Figure 18. Internet borwser: Menu selections for changing Internet OptionsScreen.

File Edit ‘iew Favorites | Tools  Help

tail and Mews »
e Back ~ _/I \iLI Pop-up Blocker k
Manage Add-ons. ..
Synchronize. ..

Windows Messenger
& Wholesale

I e

Address @ hktpe fikelstr awholes

Internet Cpkions...

The Internet Options pop-up is displayed

Figure 19. Internet Options screen.

Internet Options

General | Security | Privacy Connections || Programs | Advanced

Content Advizar

Ratings help yau contral the Internet content that can be
m wiewed on this computer.

Certifizates

% Ize certifizates to pozsitively identify yourzelf, certification
@l authonties, and publizhers.

[ Clear 551 State ][ Certificates... H Publizhers... ]

Perzonal infarmation

n AutoComplete stares previous entries AutoComplete
and suggests matches far pou. =

Micrnsnft_F'ru:ufile .é.ssistant ghores pour My Profile. .
perzanal information.

[ ]9 ] [ Cancel

e Click on the Content tab

e C(ClckonCerti ficatesé
The Certificate window is displayed

e Click on Import
The Certificate Manager Import Wizard is displayed.
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Figure 20. Certificate Import Wizard: Welcome to the Certificate Import Wizard screen.

Certificate Import Wizand

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lists From waur disk to a
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used bo protect data or ko establish secure network
connections. & certificate stare is the system area where
certificates are kept.

To conkinue, click Resxt,

x]

m:gxt} | [ Cancel

e Click on Next

o Click on Browse to search for the Secondary Digital Certificate

Figure 21. Certificate Import Wizard screen.

Certificate Import Wizand @

File to Impork

File name:

Specify the File you want to import.

Browse, ..

Mote: More than ane certificabe can be stored in a single file in the Following Farmats:
Personal Information Exchange- PKCS #12 (. PFX,.P12)
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store {357

< Back. ” Mext = l[ Cancel
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o Select file to import (Digital Certificate)
e Click on Open
o Click on Next

e Enter password (only required if the Secondary Digital Certificate was exported with a
password)

Figure 22. Certificate Import Wizard: Password Protection for Private Keys screen.

X

Certificate Import Wizand

Password

To mainkain security, the private key was protected with a password.

Type the password For the private key,

Password:

[JEnable strong private key protection. You will be prompted every time the
private kev is used by an application if vwou enable this option.

Mark this key as exportable. This will allow yvou to back up or kransport vour
¥evs at alater time.

[ < Back ” Mext = ll Cancel ]

e Select oOoMark private key as exportabl eo
e Ensure OEnable strong private key protecti on:t
e Click on Next

e Ensure O0Aut omateiradalfliyc asteel escttortehebased on the
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Figure 23. Certificate Import Wizard: Select a Certificate Store screen.

Certificate Import Wizand

Certificate Store

Certificate stores are system areas where certificates are kept.

‘indows can automatically select a certificate skore, or wou can specify a location For

(#)iAukomatically seleck the certificate store based on the bvpe of cerbificate:

() Place all certficates in the Following store

X)

< Back ” Mext = ll Cancel

e Click on Next
e Click on Finish
Close browser.

The new user will now be able to log in to the TW Online application successfully.
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Topic 5. Related R&E Processes

Related processes to the maintenance of Secondary Digital Certificates include:
e Expiry of Certificates
¢ Creating an additional Secondary Digital Certificate
e Revoking a Secondary Digital Certificate.
e Obtaining the ECS ID.

Expiration of Secondary Certificates

A secondary certificate has a lifespan of 3 years. When your digital certificate is about to expire you
will be notified by Telstra to re-register.

I't i s the sy gapensbiy ondata ddditibnal aetondarg cértificates and maintain
their user information. The system administrator will receive notification of secondary certificates
due to expire. There will be sufficient time to create an additional certificate prior to expiry.

Creating an additional Secondary Digital Certificate

An additional Secondary Digital Certificate may
revoked, expired or removed from their Internet browser.

To create an additional Secondary Digital Certificate, the process is the same as creating a new user
(Topic 4). Please note Stage 1 @ the process outlined below should replace Registration.

Open a new Internet browser

1
2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html
3. The Telstra Online Services d Log In screen is displayed
e Select oO0Log in with your digital certificate:q
e Click on SignIn
The Choose a digital certificate pop-up is displayed
e Select the Primary Digital Certificate
e Click on OK
The Telstra Online Services & Your Profile screen is displayed

¢ Click on the Create and Manage Secondary Users hyperlink
The Manage your Secondary Users screen is displayed

¢ Click on the User name hyperlink_hyperlink from the list of existing Secondary Digital
Certificate holders

The Secondary User Information screen is displayed
e Click on Create Additional Certificate
The Additional Digital Certificate Details screen is displayed

e Write down the Telstra Account Number and PIN
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e Click on OK
Close Browser.

The additional Secondary Digital Certificate has not been completed. Next you need to return to
Stage 2 8 Download (Topic 4).

Important Points
e The additional Secondary Digital Certificate created for a user will have the same ECS ID as
the original certificate for that user.

Revoking Secondary Digital Certificates

Occasionally a user's Secondary Digital Certificate will need to be revoked. This may be for a variety
of reasons.

The System Administrator must then perform the following steps:
1. Open a new Internet browser
2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html

3. The Telstra Online Services - Log In screen is displayed

e Select o0Log in with your digital certificateq

e Click on SignIn
The Choose a digital certificate pop up is displayed
e Select your Primary Digital Certificate
e Click on OK
The Telstra Online Services & Your Profile screen is displayed
e Click on the Create and Manage Secondary Users hyperlink
The Manage your Secondary Users screen is displayed
¢ Click on the hyperlink of the user to be revoked
The Secondary User Information screen is displayed
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Figure 24. Telstra Online Services Registration: Secondary User Information screen.

Telstra Homepage | Contact Us | Search

L

Telstra Online Services Registration

Overview | + Your Profile Contact Us

telstra.com > telstra services >3 Telstra Onling Services Reqistration > Your Profile

Secondary User Information

Secondary User Details

These are details for your secondary user. These cannot be changed without deleting the user and
starting aver.

ou may delete this user at any time.

User Mame CEMONSTRATION CERTIFICATE

Unique I 13052004 Delete user
Creation Date 04:27 PM 18-May-2004

User Status

Daytime Phone Mo 0735982946

Ermail Address lolo.sysadmin@team telstra.com

Secondary User Product Access
These are the products available for your secondary user, You may update these at any time.

Current Access Eligible to access
none Distance Calculator
DDS Metwork Management
SDMR WER

LinxOnline Service LOLS
LinxOnline Ordering
IF Solutions Portal

Linxonline Agreements
LinxOnline Billview
LinxOnLine Mabiles

Update this user's Product Access,

Secondary User Digital Certificate Details
These are the certificates your secondary user has access to, You may revoke each active

~ . .
certificate by clicking on the of symbol, You may create another certificate for this user by
selecting the 'Create Additional Certificate’ buttan.

Click on the I"::i symbol to revoke the digital certificate |

e Creation Download A Certificate

Certificate Name Date Date Expiry Date Revoked Status

DEMONSTRATION 04:29 PM 18-  04:30 PM 18- 04:27 PM 18- Aok '.T\“j

CERTIFICATE May-2004 May-2004 May-2007 1ve
Create additional certificate | Return |

top

Cuerview | Your Profile | FAG | Conkact Us

] Siternap | Contact Us | Privacy | Copyright & Trade mark Motice | Terms of Use

e Click on the %# icon under the Certificate Status
A pop-up is displayed asking you to confirm the revocation action

e Click OK.
Close Browser.
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Important Points
e Selecting the delete user button on the Secondary User Information screen will not only
revoke the users Secondary Digital Certificate but also remove all the users details from the
Secondary User Management screen

Updating enrolment details of an existing Secondary Digital
Certificate

The System Administrator is responsible for any changes made to an existing secondary certificate.

To change the enrolment of an existing Secondary Digital Certificate you should complete the
following.

1. Open a new Internet browser
2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html

3. The Telstra Online Services & Log In screen is displayed
e Select Log in with your digital certificate
e Click on SignIn

4. The Choose a digital certificate pop-up is displayed
e Select the Primary Digital Certificate

e Click on OK
5. The Telstra Online Services & Your Profile screen is displayed

e Click on the Create and Manage Secondary Users hyperlink

6. The Manage your Secondary Users screen is displayed

¢ Click on the User Name hyperlink from the list of existing Secondary Digital Certificate

holders
The Secondary User Information screen is displayed (see Fig. 25). You will notice that under the
Secondary User Product Access secttonactewbbl sp
0OCurrent Accesso6 wildl |l ist the current products
AccessO6 is a |list of product s tekhoahavegignedawoul d be
contract.

7. Under the Secondary User Product Access section click on the Product Access hyperlink
8. This will take you to the Update Product Access screen (See Fig 17).

991 f you wish to change a Secondary Userod6s acces
it and click Update. From this screen you can give users access to the other LinxOnline
applications.

10. If you wish to delete a particular enrolment, you would simply untick the box next to the
product or role.

Once an enrolment has been made to give access to a product, that product name wiill then
appear under the 0O0Current Accesso6 |ist for that

If the System Administrator allocates a role to a secondary user, this will not give you access to a
product unless a contract has been signed.
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Updating contact details of an existing Secondary Digital
Certificate

To change the contact details of an existing Secondary Digital Certificate you should complete the
following.

1. Open a new Internet browser
2. Access the URL: https://shopfront.telstra.com.au/online/enrolment.html

3. The Telstra Online Services & Log In screen is displayed
e Select Log in with your digital certificate
e Click on Sign In
4. The Choose a digital certificate pop-up is displayed
e Select the Secondary Digital Certificate you wish to update
e Clickon OK
5. The Telstra Online Services & Your Profile screen is displayed
e Click on the Contact Details hyperlink
6. The Update Your Contact Details screen is displayed
e The user is able to update the Daytime Phone No. and Email address details
e Click on Update

Updating a Secondary Digital Certificates contact details will allow communications from Telstra
Wholesale to be delivered in the most efficient way.

Obtaining the ECS ID

The System Administrator performs this process in any Internet session. The Certificate ID or ECS ID
is required when creating a User Profile in LOLO and may be required for keeping records of
Digital Certificates.

1. Open a new Internet browser
2. Click on Tools E Internet Options
3. The Internet Options window is displayed
e Click on the Content tab
e ClckonCertificatesé
The Certificate window is displayed with a list of all certificates located on your Internet browser
e Select the Secondary Digital Certificate of the new user
e Click on View

The Certificate window is displayed
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Figure 25. Certificate: Details screen.

Certificate 7] I
General Details | Certification F‘athl
Show: [ <Al =
| Walue -
W3
040F 77
shalRSA

Telstra Online Ca, Telstia Corp... =
Thursday, 23 May 2002 4:42:2
Sunday, 22 May 2005 4:43.03 .
DEMONSTRATION CERTIFIC...

RS (512 Bits) =l

CH = DEMOMSTRATION CERTIFICATE
2645 = EB83440278358M

2545 = E883440278357

L = Telstra Online Customer

C=Al

Edit Properties.. | LCopy ta File... |

oK |

e Click on the Details tab

o Select the Subject field. The ECS ID is displayed in the box below. Thefirstd6 ES number i n
the box is the required ECS ID

Telstra Wholesale Digital Certificates user guide Page 35 of 36



Topic 6: Troubleshooting

You can refer to the online FAQs for Digital Certificates for further information or this website:
https.//reqister.telstra.com.au/online/faq_keycorporate.html

The LinxOnline Customer Support Helpdesk may also be able to assist. They can be contacted on
1300 897 378, option 5. The hours of support are 8:30am & 5pm.
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