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1 How to Perform LOLIG Session Management

This document details the LOLIG web service calls to make in order to create a new service. The
scenario outlined is for a simple case and is to give the reader an overall view of the steps involved
and the order in which they need to be carried out.

There are two occasions when LOLIG session management is called into play. These occasions
correspond to:

e LOLIG Authentication
e LOLIG Authorisation

LOLIG Authentication is when the client application logs in to the LOLIG System, thereby telling LOLIG
that it is an officially registered and valid user. Authorisation is when the client application calls a
web service, and LOLIG determines if the client has the required access rights to that web service.

Both of these actions are managed by the LOLIG R&E system (Registration & Enrolment) which is a
SiteMinder server.

1.1 Dothelogin

The first thing that must be done is for the client application to login to LOLIG using their Digital
Certificate. The login steps are defined in the Build Guide in Section 4.1.2 and are outlined here again.

Step 1. — Connect using POST to web service URL.

Step 2. « Server returns 302 and redirects us to SSL server.

Step 3. — Connect using GET to SSL server.

Step 4. « Serverreturns 302, SSLCRED cookie, and redirects us to original server.

Step 5. — Connect using GET to web service, and send SSLCRED cookie.

Step 6. « Server returns 302, SMSESSION cookie and redirects us to Site Minder server.
Step 7. — Connect using GET to Site Minder server and send SMSESSION cookie.

Step 8. « Server returns 302, SMSESSION cookie, and redirects us to original server.

1.2 Call aWeb Service

Call a web service operation sending SMSESSION cookie received in step 8.
Step 9. Server returns 200, SMSESSION cookie, JSESSIONID cookie.

Session Management
Page 4 of 11



1.3 Save the JSESSIONID

Step 10.Save JSESSIONID cookie received in Step 10.

The JSESSIONID cookie value should be persisted to a database or text file etc. so that other code can
retrieve its value. If all code is running in the same memory space (JVM) then the JSESSIONID value
can be stored in a Singleton object as opposed to a database (in order to avoid a resource hit).

1.4 Re-usethe JSESSIONID

For every subsequent web service call, the client application must send the saved JSESSIONID (from
Step 11) in the HTTP Request header. The most recent SMSESSION cookie must also be sent. However,
because the SMSESSION cookie is always unique, this does not have to be persisted. The last value
can be used. Both cookies must be concatenated together (with a semi-colon as per the cookie
specification) and sent in the one Set-Cookie header.
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2 Authentication Process - Transaction & HTTP Headers Examples

Step 1.  — Connect using POST to web service URL.
Step 2. « Server returns 302 and redirects us to SSL server.

Client Send to URL:

https://shopfront3.telstra.com.au/LOLOSTGCb2b/services/ActivityHistoryService

Client Sends Cookie:

none

Server Return URL:

Location=https://clientssl_telstra.com.au/siteminderagent/cert/1145953812/smgetcred.scc?TYPE=16
777244&REALM=$SM$%2FLOLO%20[18%3a30%3a12%3al1126 & TARGET=$SM$httpsh3an2fh2fshopfront3%2etelstra
2ecom%2eau%2FLOLOSTGCb2b%2fservices%2fActivityHistoryService

Server Return Cookie:

none

Step 3. — Connect using GET to SSL server.
Step4. « Server returns 302, SSLCRED cookie, and redirects us to original server.

Client Send to URL:

https://clientssl._telstra.com.au/siteminderagent/cert/1145953812/smgetcred.scc?TYPE=16777244&RE
ALM=$SM$%2FLOLO%20[18%3a30%3al2%3al1126]& TARGET=$SM$httpsh3a%2fh2Ffshopfront3%2etelstra%2ecom®2ea
u%2fLOLOSTGCbhb2b%2Fservices%2fActivityHistoryService

Client Sends Cookie:

none

Server Return URL:

Location=https://shopfront3.telstra.com.au/LOLOSTGCb2b/services/ActivityHistoryService

Server Return Cookie:

SSLCRED=1v2pTVzxfzaGgglcQ4Mnv+FI ImMMWGBcFvek3CiG2HBLmr7k/avmgq23851 1Q0sMLFnd5F4gP657ZMFTbtOanQku
i1YOANn00ZBYOXkyzfnINThYN9OCQGONOOOF7bxtUWI i4rSBwlry7x2NwTM4zkcFF7ZaWGLHCVtd8JdcOMmxhxTVa+6gllnvS
fed+J1lyZel 7ThrGPmuORWZOX i B/KUPH30vAC04KdZ6egj6mQpsc j XaKOAKxFk4gxENAJKA288z/B5j tGbPECZZiZtBLpYJg2
QGtw5hmgAS7y 10RVd/Pe6xdMPSwO4BpKUSvdBd4+zSGuYMBXn 1+VVgR6SXYFUXEQJ21Gs9toUqlSIB4/FaVNPgYX6GKPFNb
zRZcv8NeNOznswy9PxyTR31cgUBldkx+kFi5jmgEmd52; path=/; domain=.telstra.com.au
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Step5. — Connect using GET to web service, and send SSLCRED cookie.
Step 6. < Server returns 302, SMSESSION cookie and redirects us to Site Minder server.

Client Send to URL: https://shopfront3.telstra.com.au/LOLOSTGCbh2b/services/ActivityHistoryService

Client Sends Cookie: SSLCRED=i1v2pTVzxfzaGgglcQ4Mnv+F I ImMWGBcTFvek3CiG2HBLmr7k/avmgq2385 1 1Q0sMLFnd5F4qP657ZMFTbtOanQku
i1YOANn00ZBYOXkyzfnINIThYN9OCQGONOOOF7bxtUWI i4rSBwlry7x2NwTM4zkcFF7ZaWGLHCVtd8JdcOMmxhxTVa+6gllnvS
fe4+J1lyZel 7hrGPmuORWZOXiB/KuPH30vACO4KdZ6egj6mQpscjXaKOAKxFk4gxENAJKA288z/B5j tGbPECZZiZtBLpYJg2
QGtw5hmgAS7y i oRVd/PebxdMPSwO4BpKUSvdBd4+zSGuYMBXn1+VVgR6SXYFUXEQJ2i1Gs9touqlSIB4/FaVNPgYX6GKPFNb
zRZcv8NeNOznswy9PxyTR31cgUBldkx+kFi5jymgEmd52; path=/; domain=.telstra.com.au

Server Return URL: Location=https://telstra.com/siteminderagent/SmMakeCookie.ccc?SMSESSI0ON=$SM$R6a%2FFFseOKeJR%2fc
UK5%2F%2TFGRszJO0khTUO07U650ZgdTA7QBWKF%2bzakuaShh j98yohU1vTJJIW)sQTvbE3vKuc9TABq940%2FZkX%2FqsC60
VIRSp%2bKQFWhrdwqLH5 IDhZFmHTFrf%2bs3EwEzZhw7EOy IWESHP4pyv4In4yO0P7AtJI8H IWV34KmSX9uHXCIOcunN9yMi%2
bHJIEYJbcYmoO7 1GeRdo4Y8DHVKTE6SSHex iw3EHau2o0ehd8FNoDor%2bAFAW3h%2FE9Je j z4Rwg4IDTVyL%2b5%2bNT5Sg7
xZeqz68LyHwWDr ImMNp8wL7C7H%2F3Vv3ZDsGdXyyt6 1 14r7rVjTBxrVduVho%2bNPJ689ZKK jB795uFLorOm9QZTObcstl1ZF
T5D55u9y5XseYCU00G0Q6g6CTHLIbYd4VPQAFXNG6JIP%2bVOBU j EOQCRQaAUZI I1kJO1JdFMYCPT8GTWYJE3Qbvb I T3kn 1%2Fc
NgN9bOuOFWIXx0o3L5j5NTPaTd9v7mddo7MouX5YNIpBPQhViqaorSNcurYAODzdzD%2 FKMEQGNEB1YDZIUdAQInSzTDNEPHCB
eEYw7j5d1vOF 1 kpAbpDxCA5Kt2yGypFsOgMewBJIV72mM%2bWegN1SOnnOgx 1val tEVPsHoT9x7VdcM8rYKWepU%2bDBLpca
JkImnu%2beA107u3Q%2FUGDgwzZyCEQ I BKDO3%2FBKE%2b9KAKtpT12 i GKQEJugy4rN9t184FJInrO0eCSMv490F90yztr%2b
JQWQC88ns9q®2fbBT8YWyFEdS8utEl1CbhsJagE jutl3BFhKE15BgedelUrVzD2T7S1 7ES5314x130JsjgwrRX1E%2FzBTE3q%
2FygmQB2JTwFGeulk09S4 Jvs90Y%3d&PERS I ST=0&TARGET=$SM$httpsh3a%2fh2fshopFront3%2etelstra%2ecom%2e
au%2fLOLOSTGCh2b%2fservicesh2fActivityHistoryService

SSLCRED=; path=/; expires=Thu, 27-0ct-2005 08:30:13 GMT; domain=_telstra.com.au

SMSESS I10N=R6a/ffseOKeJR/cUK5//GRszJOkhTfU007U650ZgdTA7QBWKF+zakuaShhj98yohUlvfJJIWjsQTvbE3vKuc9TA
Bq940/ZkX/qsC60VIRSp+KQFWhrdwgLH5IDhZFmHTFrf+s3EwWEzZhw7EQyY iwEBHP4pyv4JIndy0OP7AtJI8HIWV34KmSX9uHXC
9cunN9yMi+HJIEYJIbcYmoO71GeRdo4Y8DHVKTE6SSHex iw3EHau2oehd8FNoDor+AFAW3h/E9Jejz4Rwg4JDTVyL+5+NT5Sg
7xZeqz68LyHwWDr ImMNp8wL7C7H/3Vv3ZDsGdXyyt6114r7rVjTBxrVduVho+NPJ689ZkKjB795uFLorOm9QZTObcst1ZF5D
55u9y5XseYCU00G0Q6g6CcTHIbYd4VPQAFXNGJIP+VOBUJEOQCRQaAUZI I kJO1IdFMYCPT8GTWYJE3QbvbI¥3kn1/cNgN9bOu
OFWEx03L5j5NTPaTd9v7mddo7MouX5YNIpBPQhVigaorSNcurYAODzdzD/KMEQGNEBIYDZIUdQINSzTDNEPHCBeEYw7 j5d1
VOF 1 kpAbpDxCASKt2yGypFsOgM6wBIV72mM+WegN 1SOnnOgx 1val tEVPsHoTOx7VdcM8rYKWepU+DBLpcajk Imnu+eAiO7u
3Q/UGDgwzZyCEQ I1BKDO3/BKE+9KAKtpT12i1GKQEJugy4rN9t184FJInrOeCSMv490F90yz tr+JQWQC88ns9q/bBT8YWyFEdS
utEl1CbsJagEjutl3BFhKE15BqedelUrVzD2T7Si7E5314x130jsjqwrRX1E/zBTE3q/ygmQB2IfwFGeulk09S4 jvs9o0Y=;
path=/; domain=.telstra.com.au

Server Return Cookie:
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Step 7. — Connect using GET to Site Minder server and send SMSESSION cookie.
Step 8. « Server returns 302, SMSESSION cookie, and redirects us to original server.

Client Send to URL: https://telstra.con/siteminderagent/SmMakeCookie.ccc?SMSESSI0ON=$SM$R6a%2 FFFseOKeIR%2FcUK5%2F%2F
GRszJOkhfUO07U650ZgdTA7QBWKF%2bzakuaShh j98yohU1lvfJIWjsQTvbE3vKuc9TABq940%2FZkX%2FqsC60V IRSp%2bK
QFWhrdwgLH5IDhZFmHTFrf%2bs3EwEzZhw7EQy iwEBHP4pyv4JIndy0OP7AtJI8HIWV34KmSX9uHXCI9cunN9yMi%2bHJEYJbcY
moO7 iGeRdo4Y8DHVKTE6SSHex iw3EHau2oehd8FNoDor%2bAFAW3h%2FE9Je j z4Rwg4IDTVYL%2b5%2bNT5Sg7xZeqz68Ly
HwWDr ImNp8wL7C7H%2¥3Vv3ZDsGdXyyt6 1 14r7rVjTBxrVduVho%2bNPJ689ZKKjB795uFLorOm9QZTObcst1ZFF5D55u9y5
XseYCU00G0Q69g6CcTH1bYd4VPQAFXNG6JIP%2bVOBU jEOQCRQaAUZI I kJO1JdFMYCPT8GTWYJE3Qbvb I ¥3kn1%2FcNgNIbOUOF
WIxo3L5)5NTPaTd9v7mddo7MouX5YNIpBPQhVigaorSNcurYAODzdzD%2 FkMEQGNEB 1 YDZ1UdQINSzTDNEPHcBeEYw7j5d1
VOF I kpAbpDxCA5Kt2yGypFsOgMewBJIV72mM%2bWegN 1SOnnOgx 1 val tEVPsSHoTIX7VdcM8rYKWepU%2bDBLpcajk Imnu%2b
eAi07u3Q%2FUGDgwzZyCEQ I1BKDO3%2 FBKE%2b9KAKtpT12 i GKQEJugy4rN9t184FJInrOeCSMv490F90yztr%2bJQWQC88ns
9q%2FbBT8YWyTEdButEl1CbsJagEjutl3BFhKE15BqedelUrVzD2T7Si 7E5314x130JsjqwrRX1E%2FzBTE3q%2FygmQB2J
TwFGeulk09S4jvs90Y%3d&PERSIST=0&TARGET=3$SM$httpsh3an2fh2fshopfront3%2etelstra¥%2ecom%2eau%2fLOLO
STGCb2b%2fservices%2fActivityHistoryService

Client Sends Cookie: SMSESS 10N=R6a/ffseOKeJR/cUK5//GRszJ0khTUO07U650ZgdTA7QBWKF+zakuaShhj98yohU1lvfIIWjsQTvbE3vKuc9TA
Bg940/ZkX/qgsC60VIRSp+KQFWhrdwgLH5 IDhZFmHTFrf+s3EWEzZhw7EQy iwWEBHP4pyv4JIndyOP7AtJ8HiWV34KmSXOuHXC
9cunN9yMi+HIEYJbcYmoO7 1GeRdo4Y8DHVKTEGSSHex iw3EHau20ehd8FNoDor+AFAW3h/E9Je jz4Rwg4JIDTVYL+5+NT5Sg
7xZeqz68LyHwDr ImNp8wL7C7H/3Vv3ZDsGdXyyt6 1 14r7rVjTBxrVduVho+NPJI689ZKkK jB795uFLorom9QZTObcst1ZFF5D
55u9y5XseYCU00G0Q6g6CcTH1bYd4VPQAFXNG6JIP+VOBUJEOQCRQaAUZI I kJO 1 JdFMYcPT8GTWYJE3Qbvb I¥3kn1/cNgN9bOu
OFWIx0o3L5)5NTPaTd9v7mddo7MouX5YNIpBPQhVigaorSNcurYAODzdzD/KMEQG6NEB1YDZ1UdQINSzTDNEPHcBeEYw7 j5dl
VOF I kpAbpDxCA5Kt2yGypFsOgMewBIV72mM+WegN 1SOnnOgx I val tEVPsHoT9x7VdcM8rYKWepU+DBLpcajkImnu+eAiO7u
3Q/UGDgwzZyCEQIBKDO3/BKE+9KAKtpT12iGKQEJugy4rN9t184FJInrO0eCSMv490F90yztr+JQWQC88ns9q/bBT8YWyFEdS
utEl1CbsJagEjutl3BFhKE15BgedelUrVzD2T7Si17E5314x130jsjqwrRX1E/zBTE3g/ygmQB2JfwFGeulk09S4 jvs9o0Y=;
path=/; domain=_telstra.com.au

Server Return URL: Location=https://shopfront3.telstra.com.au/LOLOSTGCb2b/services/ActivityHistoryService

Server Return Cookie: SMSESS 10N=R6a/ ffseOKeJR/cUK5//GRszJOkhTUO07U6502gdTA7QBWKF+zakuaShh j98yohU1lvfJIJIWjsQTvbE3VKuUc9TA
Bg940/ZkX/qgsC60VIRSp+KQFWhrdwgLH5 IDhZFmHTFrf+s3EwEzZhw7EQy iwEBHP4pyv4JIndyOP7AtJ8HiWV34KmSX9uHXC
9cunN9yMi+HJIEYJIbcYmoO71GeRdo4Y8DHVKTE6SSHex iw3EHau2oehd8FNoDor+AFAW3h/E9Jejz4Rwg4JDTVyL+5+NT5Sg
7xZeqz68LyHwDr ImMNp8wL7C7H/3Vv3ZDsGdXyyt6114r7rVjTBxrVduVho+NPJI689ZkKjB795uFLorOm9QZTObcst1ZF5D
55u9y5XseYCU00G0Q6g6CcTHIbYd4VPQAFXNGJIP+VOBUJEOQCRQaAUZI I kJO1IdFmYCPT8GTWYJE3QbvbI¥3kn1/cNgN9bOu
OFWEx03L5j5NTPaTd9v7mddo7MouX5YNIpBPQhVigaorSNcurYAODzdzD/KMEQGNEBIYDZIUdQINSzTDNEPHCBeEYw7 j5d1
VOF I kpAbpDXCA5Kt2yGypFsOgMewBJV72mM+WegN 1SOnnOgx val tEVPsHoFOx7VdcM8rYKWepU+DBLpcajk Imnu+eAiO7u
3Q/UGDgwzZyCEQ I1BKDO3/BKE+9KAKtpT12i1GKQEJugy4rN9t184FJInrOeCSMv490F90yz tr+JQWQC88ns9q/bBT8YWyFEdS
utEl1CbsJagEjutl3BFhKE15BqedelUrVzD2T7Si7E5314x130jsjqwrRX1E/zBTE3q/ygmQB2ITfwFGeulk09S4 jvso0Y=;
path=/
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Step9. — Call a web service operation sending SMSESSION cookie received in step 8.
Step 10. < Server returns 200, SMSESSION cookie, JSESSIONID cookie.

Client Send to URL: https://shopfront3.telstra.com.au/LOLOSTGCbh2b/services/ServiceTemplateService

Client Sends Cookie: SMSESS 10N=wgB5SLA(q366j tmgCI1v3BRQ35MrqWpwOwk6FAQ700 1 tp+o0OQHXbFLE19da88WPFQSXmEEKZeMsJJtrOBZaPFWI
XCYO/Y2KNAS5TKG5dm59e2FetmFI1FaRlyhYOl/0gEi81VPciyOtxvolAVYQEaD13aXUBHUPRINgKWpy/VMS9Lynor2WyzZJ/k
H64VYXxwOOM+A6g2TF3PY+gkPesx3KUQGYbyxWI197WhLZ1g8HON5PwCZp7VO0y jUGtTEUTYyZhy7pWogAv2d/ZUBFNg6r79z15s
ToghURITH1uktOOuMyF86Adws5D4XntSW+AXg9abOMTOoL/ErAW3z 150Xp6/57F0cwXzuN9pAt54RTEGEh7rR9S3X5q/DdYK
21tMD+r4W1 il rcP+UPFpEJQ4EShROUEM+8Fnd6ZwOF15y 108ggDMKkOGX 1gznY7w2GY+W1J30JJtYVaF9jbtsxRybk+QNWFA
rPWYWNbM7€txMpdMEWM I YM1gGhsZzCt91hbQ9RC7P8Fp7EDE7CV6QuUc/9G4dNW8SZXxH2hPo5kYbbp2/h+h2kj JyTOPF5vHZ8
d7BOR00OTB/60Z2J190F+jyFI9pSIhSkdpDjW08cTIDZEzIxvDexrxyZk4wtO1pAiEor9z/ataStfmbMQOcOgwmoGtlqCXv4td
ivz/gl1+SYkS37/cCn+5gwrZwf+K6F//DF2V5tUmojvJQX4y Tw8EkM1oM6 I yhwHKkPQMbAPh6FMSUWEVF+QYNHAFzD3cDTODG
X6r7ROFT JDLXKRmu73P1WygYzka2z7aM8hszt9Y i X ImMr+vSKu+gtNnA3BUCBjnBnjAT 1PZVKvcxN280pMs8as225tAJg=

Server Return URL: none (no 305 returned, received a 200 OK http response code)

Server Return Cookie: SMSESSI10N=K64PeXt/PG5JKyAZ679YIM3w4/Rkn8iMAMgEzeGOBJYVZoUcHCuVoUgqzBNoWOH4GSs5 i pmNZeYQp6Cxmkec3GYZGnbCKOtG34u
' p4j FSs9u60+ZRvV+KyQDSpP IF49TWZwsKVIGXjwFaLcL106om4JoWYDRuO I er28eSAe5XzwaA8SobTzCRvU+1Zck A1l 190KK78kPsUby
SGHvs7PUCLR83TXVMXWhTZoJLUUWNbwaNN6tMr+rYauqi270q8Pki FhTcDnFv94gT/FX31gDAKOWHO+Lw5Wzed970k6BPpcwkecg5u+CEnq
GevOsFmspYS8QHVsU+FbpJaLPPEcMe jk2DLdy47Sajvu/Euf8asQjSHwbLy jOL 1Q0aA6sxJ2Y JNLNbvREYyOeHe3vOn33Lq71jVJIxsHp5ay
/02aK44BGMrmH3Srg2jMC27MMpZW46G4nru38i4HWEKkhU2cOpbah8nrewlL4JwnbbXHX73qUWKm58/n4z0mKt1PYZeGLQImYGIVU+1NmoOb
/VsT3hiNAPICLVB0Z9nyzmBP40 i XBAvzDBVSFw308mNdH+dKCogkHyaeCT jBwtKnUfDeD4Bz iwOWOENBx/Zy1QsdgM3Pn+Rwf1lgNUlctl9
15PX8RTPvwWndBumYTHms3kV2HkknOWFuVuTbupOPrwlQiXzbs5UBiM1JQt9sCoXwBKSF/MWr3CYPUa9 lhpcKUGL2X3/HSaHCNMjVT160A

uFHonCeVbzzLmczZ66Cg 15BAUOpQ8gtyOpbM+Y 180BueEaeFyUwJUi30f8/m7SzvaTTpk4XBBEmXTVEgKeGulcYPNySvteU7KyXFFrCUdxW
cSaNs=

JSESSIONID=0000PtT_O0FBJcox018S33Qr1_1-:106rmff8d

Step 11. — Save JSESSIONID cookie received in Step 10.

Persist to Database: JSESSIONID=0000PtT_OFBJcox018S33Qrl1_ 1-:106rmff8d;

FINISHED AUTHENTICATION
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3 Authorisation Process — Transaction & HTTP Headers Examples

Step 12.  For all web service calls after the login, send the most recent SMSESSION cookie and concatenate the persisted JSESSIONID cookie to the end.

Client Send to URL:

https://shopfront3.telstra.com.au/LOLOSTGCbh2b/services/AddressService

Client Sends Cookie:

(The two cookies should
be sent as one, in the one
Set-Cookie HTTP Header)

SMSESS 10N=kZUFQ+3ULR IwJonVVmCgdsv1IcNso jxFkzPNC2Yv7MGVAR IM2F+MwhRvgntgw621/U5XpvLXVwZN820ABDwxw
ov/qzd8S+uyaxRzahunGUkyxQGjPJ+8Fm9pJr3+a0sD0Z7UlaUH3iesgT jxNXJ/sz33NEtXnZt5+twxpD4gMcte/dhgflOk
EEUIkXx9mXADN+iKKRrGTUgFy JTYNMGiMO 1 EX+HUXPs2533hSH3NPQFbskD89qTfci1oPBBCbv8S07Ccnbdo7ZWJ+ndGCQd
dNgp70hUmi 2SGbD43XGgHpKOrLfrGoh5C4R3Z2ywMEDO INO5n2axCanf4vquU09Q9szGhbfrJ88a3eqQMiGws57t7wNxv0eOEX
WSz iUaCp80YksncwioANgKu6pWvzAWY TAAKNWRC1ZHM8cvW8510aPpOAYDzcN13Bj6S/ngSLUfEgFg4APYALSD IBVSORPCG
156hCPqsDwCSvdYJoa2GhOVPxKc+pLyk/Gw8gh/ 1AVa3nTQMWHO311P/Bz4UneqYhusnuSaPkBx/wmnFxVQgcDATEOAeml +
Lc3yaNTomyYwuUTYKJIWtdgqoAZ3yQ5kzzKrQb/di21FrAxiYpokk3Jz9nVyyvHp80T3UW+NYEF/LB2zJ1UF+v6TX3mjUjsqgD
dykHO51f6hrdepdiQyB5bc+p4v717UV+hPmPeyq6DRA1z4TASOJSTuxwj40y1d7NEUKMVGOz12dwZPHFLa7LUOXbVzVZzHb6
sNin810PPg6McJyPJ9onAl6qlWlevZai2yi6QMs7P7vBD] i BDQxbcdTnhSZ5WIN1FFTRza3woNxk/bH+WFk5A6DQ4pv/g=;
JSESSIONID=0000PtT_OFBJcox018S33Qrl1_1-:106rmff8d

Server Return URL:

none (no 305 returned, received a 200 OK http response code)

Server Return Cookie:

(Note, no JSESSIONID
cookie is returned. This
indicates the session is
being re-used correctly.
If a new JSESSIONID
cookie is generated for
each web service call,
then session
management is NOT
being done correctly)

SMSESS 10N=gNOU9GONrFa9bfLwl sNyxDJIPsUAIOHT3oYkvvdITZ25M7htgaZYJk0In5AKUJEJKIOOmMWI7LLanXbYNONacl/
BV30FfnxK3pRrILi 11TmscTBgxXENRVsSpDNBHB jn+RphDYrZEQUCHFQW7aaCTy+FIX+5UHOQLKRX5VwqEDZ iMk+1GGiP/3FP
+YpEhsDBRsFh3ccwVnNQAhRzLAF2ZTxgXdEyFOTe 1 sOz1mYg+/cX57D50EJP jQ05dgTox/KWE jxHUBU73nUZQqQ7F6 jmKFgw
kNtDoY/FFUXCr/HPJImSxntAOjGCFiR/We3LOpBaCdZ 10ps6f45ctmggBvrknPQFMa94QES IFQ4VWE I XCTQFfwOhmhae+XbFT
JWK5bi4Y0T/S0JT/C1RgzQNUOeT92S5wO0UNF I 1ErOad4ATTTy8qg4KjH7 18aiGWw3PxUDvVy2pznDSMo9KxveNNEk1GBqg/oX
+Dnsk03JJ7NPNKYA+GX90c/Bb3YXDMRs8hy705tHFuJigekFIMCrBaC5qW2TNeKDnLrvXFKbD42St11Kn3ctCmC406R2USB
CpyAHFFZ9GmdSKO9A2U+tLTX/+TqCF1liKaW8RKuLmpnLu8MhWyQKur4F8Tx/qP3kxz IP11eUYEXtD8JH+98v0yQX2GJdjUz
8SMOVAWiIHQ42ecgmcXddueneepkyvboRS1/koV58KLHypqp31zTWpCtr6oZQJcrLY5/hLeETEppm7bs/xxU7dMLoOk8vOTh
WxxldaLHUoi1J191J1R2UOLwW1+ZqeEKTVOsMBSBBDWmB6BWHROc+dwF39mFP I JvaZza/g06ml 1bUZZXKFvrblsEkV5818j 1=
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Step 13. Another web service call straight after the Step 12 web service call.

Client Send to URL: https://shopfront3._telstra.com.au/LOLOSTGCb2b/services/AddressService

Client Sends Cookie: SMSESS I0ON=SMSESS10N=gNOU9GONrFa9bfLwIsNyxDIPsUAI10HF30YkvvdITZ25M7htqaZYJk0In5AKUJEIKIOOmMWI7LLan
XbYNONac1/BV30fnxK3pRrILi 11TmscTBgxxENRVspDNBHB jn+RphDYrZEQUCHfQW7aaCTy+F9X+5UHOQLKRX5VwqEDZz iMk
+1GGiP/3FP+YpEhsSDBRsFh3ccwVnNQAhRzLAT2ZTxgXdEyFOTelsOz1mYg+/cX57D50EJPJQ05dgTox/KWtjxHuBu73nUZQq
Q76 jmKFgWkNtDoY/FFUXCr/HPJImSxntAQOjGCFiR/We3LOpBaCdZ10ps6f45ctmqgBvrknPQFMa94QES 1 FQAVWEixCTQFwO
hmhae+XbfTIWK5bi14Y0f/S0JF/C1RgzQNUOeT92S5wOUhFi 1ErOa4AfFFy8qq4KjH7 18aiGWw3PXUDvVy2pznDSMo9KxveN
NEk1GBg/0X+Dnsk03JJ7NPNKYA+GX90c/Bb3YXDMRs8hy705tHFuJigekFIMCrBaC5qW2TNeKDnLrvXFKbD42St11Kn3ctC
mC406R2USBCpyAHTFZ9GmdSkO9A2U+tLTX/+TqCF11KaW8RKuLmpnLu8MhWyQKur4F8Tx/qP3kxzIP11eUYEXtD8JH+98v0
yQX2GJdjUz8SMOVAWiIHQ42ecgmeXddueneepkyvboRS1/koV58KLHypqp31zTWpCtr60ZQJcrLYS5/hLeETEppm7bs/xxuU7d
MLoOk8vOThWxxldaLHU0i11J191J1R2U0Lw1+ZqeEKTVOsMBSBBDWmMB6WHROC+dwF39mTP1JIvaZza/g0o6ml 1bUZZXKFvrblsE
kv5818j I=; JSESSIONID=0000PtT_OFBJcox018S33Qrl1_1-:106rmff8d

Server Return URL: none (no 305 returned, received a 200 OK http response code)

Server Return Cookie: SMSESS 10N=pLMkSMLNL4pn3/RwS24R1AXVeY5YFS7evNc IEBXUrEz+lwmwTJIGppJIxad96nZrbswly 13nXC2Z2ZX17Sam5EWe
qruAsgIx9zTHt0o41AWhz/Zvjpc3g23G4+ArvO I TQMI6KZcrqgybyNIExsx1fdUXRVhrKglspDkkHsO6pxtFidzfz5iHI97
SeaPF/RuqCTBkXk4o/fmwR291 1 cedtYZCdVAtr4q+mMN2jQ0j3IH55v02gbmpnW5xmTLTOYONG68ImZbp5Q0TgPHZUOXKSN
5ulHeFoCbAIFkwSQ7AyyFdQUMIrx/FbOKaB8gOPWFk880ow50rTFCkOquFx82DHWKFKUKARBT ICAY5G7xvY80QXvc+hHeOv/m
abvZIEtR6+WcNI10eboZYNzvh5pwkaVCcmHgOySppNvY6u08zbg4umU45CUcUabtxG6sR88dbDeb3wl Apps40IXs46bmllv/
sx4XMz6BoLANLTf6aEKBAXhvUC7/VNdelLwCJI1UEegaHHYMBsQOXSev67k6Zi1QT/4ThZRz+DmaZcq4ghviE3AgGzne89 1kuksS
FA/Fr/GrhTyTyLKDW/gBmotMPbsny i 76 JikP5PT/JFSi1GQ/yCVAUgYCNIA47vbNT 1QXmNZDi Vv IHHFQNSCFQJAVdpcbkCte
XCONJZb6E16/Bt1Ga30siULwF4)sjgYFZLrnL9jruOEC3n0jAeClogxc8ZP17F4YQ/xdN13F5YTGL175+e2b5pBa2h IDK5+5
RJe5Q99Q7/aeqbkFur9sunoBSWLYtEcwus9hqlk4DVI1Gc/L40jpHxhdTdMdM9B53zMFM2+U9eRKDj84h0j TFS7aSRCS6hw=

FINISHED AUTHORISATION
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